Theft and Vandalism Web Resources



 


Vulnerability Assessment
EPA Vulnerability Self-Assessment Tool (VSAT Web 2.0) - VSAT Web 2.0 is a user-friendly tool that can help drinking water and wastewater utilities of all sizes to conduct a risk and resilience assessment.
General Water System Security Checklist (pdf) - DDW has created a general checklist of security issues that every water system should consider and implement.
ANSI/ASCE/EWRI 56-10 57-10 - Standards offer guidelines that apply to the physical security of facilities with a potable water source, treatment, and distribution systems, as well as with wastewater collection, and treatment systems, and stormwater systems.
AWWA Security Practices for Operation and Management – This Standard describes critical requirements for a protective security program for a water or wastewater utility.
AWWA Process Control System Security Guidance for the Water Sector (pdf) - Guidelines to assist organizations with implementing security controls to mitigate the risk from cyber-attacks. The Cybersecurity Guidance Tool was developed to present these controls to users in a concise, straightforward manner.

Equipment ID
Alliant Preventing Copper Theft Fact Sheet
Owner Applied Number (OAN) by California Farm Bureau Federation (CFBF)
Unfortunately, the ACTION, the Agricultural Crime Technology Information and Operations Network, website is no longer in operation. Members seeking to obtain an OAN number can get one by reaching out to your local county law enforcement. In addition to stamping the OAN on the equipment, please add it to the equipment/vehicle information on the property schedule.
National Equipment Register – An organization that helps deter heavy equipment theft, locating, and recovery. They accomplish this through GPS tracking, ownership database, and detailed history reports.
CRCPTF Metal Theft – Information related to metal theft and prevention.



This model form/template must be customized to meet your Agency’s needs.
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Vandalism Prevention
Safe City – Preventing Vandalism - A guide to help understand and address the vandalism problem affecting your business area; and to help promote dialogue among retailers, police, and community stakeholders. Please note that the My Safe City initiative has ended and the Urban Institute now maintains all publications.
IAAI/USFA Securing Vacant/Abandoned Buildings Presentation

Links to Water Security Information
California Water/Wastewater Agency Response Network (CalWARN)
AWWA Water/Wastewater Agency Response Network
US EPA's Water Contaminant Information Tool (WCIT)
US EPA's Water Security Website
Water Security Network
California Office of Emergency Services (CalOES)
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